Step 1

Once Multi-Factor
Authentication (MFA) is
enabled on your account,
sign in with your NHSmail
account to begin the set up
process at
https://portal.nhs.net/



https://portal.nhs.net/

Step 2

SeleCt ‘CIiCk me to enrOI for We are currently making improvements to the security
MUIti-Factor of the NH5mail Ser“.-'icedby introeducing Multi-Factor

. R ’ Authentication (MFA) for particular types of accounts.
Authentication’ to proceed }

Security Notice

To enrol for MFA, you will need to register a mobile
telephone number to receive authentication passcodes
(call, SMS or app) when signing in to NHSmail.
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I Click me to enrol for Multi-Factor Authentication I
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MNote: After the enrclling, please close your browser
and sign back in to NHSmail

Sign in with other options
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Step 3 mfa.test01@nhs.net

Once redirected to this page, More information required

select ‘Next’ to start the MFA
set up process your account secure

Your organisation needs more information to keep

Use a different account

Learn more




Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

step 4 Method 1 of 2: App

(/] 2

App App password
Click ‘Download Now’ to open
a new window with the QR Microsoft Authenticator
que to download the a Start by getting the app
Microsoft Authenticator App - ==

On your phone, install the Microsoft Authenticator apl. Download now
— o o owm ol

After you install the Microsoft Authenticator app on your device, choose "MNext”.

want to use a different authenticator app

| want to set up a different method




Get the app on your phone

ste p 5 Scan the QR code with your Android or IOS mobile device.

Scan the QR code that is
displayed with the camera on
your mobile phone, pointing
your mobile phone at the QR
code (for Android use the QR
code displayed on the left
side and for iPhone scan the

code on the right side). Then Google Play
tap on the pop-up banner or

QR code icon that appears on
your mobile phone screen to
be directed to download the
Microsoft Authenticator App
on your mobile phone




Step 6

Click ‘Get’ or ‘Install’ to
download the Microsoft
Authenticator app on your
mobile phone and then
click ‘Open’
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Microsoft Authenticator
~\

o Microsoft Corporation

iPhone




Step 7

Click ‘Open’ to launch the
Microsoft Authenticator
app on your mobile phone

il ATET = 10:39 AM

< Search

Microsoft Authenticator

o

What's New Version History
e

We're always working on new features, bug fixes, and
performance improvements, Make sure you stay
updated with the latest version for the best more

Preview

Sign in No pass)
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Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

step 8 Method 1 of 2: App

(/] 2

After downloading the
Microsoft Authenticator App Microsoft Authenticator

on your mobile phone click a Start by getting the app
‘Next’

On your phone, install the Micreosoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose "MNext”.

want to use a different authenticator app

| want to set up a different method




Step 9

Open the Microsoft
Authenticator App on your
mobile phone to set up and
then click ‘Next’

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.
Method 1 of 2: App
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App App password

Microsoft Authenticator

Set up your account

f prompted, allow notifications. Then add an account, and select "Work or school”.

I want to set up a different method




Step 10

On this screen, open your
Microsoft Authenticator
App on your mobile device
and follow the next steps

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.
Method 1of 2: App
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App App password

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next”,

Can't scan image?

I want to set up a different method




Step 11

Tap the ‘+' or ‘+ Add
account’ icon to add an
account and continue the
enrolment process

_—
all 7 .

Accounts

Ready to add your
first account?

4=

Add account

|l Authenticator

c Turn off battery optimization

& Tumon backup

1 + Add account

| /' Rearrange accounts
' B Show codes

;] £ Settings

1 @ Help

* &® Send Feedback
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Step 12

Select ‘Work or school
account’




R 20 w8 11:58
1:41

< App Store
ep 4 Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

A pop_up bOX Wi” appear =@ Personal account

On yOUF MICTOSOft =E Work or school account
Al:'the‘ntlcator App S,Creen’ Other (Google, Facebook, etc.)
click ‘Scan QR code

Add work or school account

gg Scan a QR code

Add work or school account

Sign in Scan QR code

y s

r passwordless enabled users only

CANCEL

e T




Step 14

On the Microsoft
Authenticator App screen
a QR code reader will
appear. Point the mobile
device to the screen and
scan the QR code

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.
Method 1of 2: App

(/] 2

App App password

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next”,

Can't scan image?

I want to set up a different method




Step 15

Click ‘Next’ to be directed
to the next step and
continue the enrolment
process

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticater app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Mext™.

Can't scan image?
Enter the following into your app:

Code: 835774300 ]

URL: https://mobileappcommunicator.auth.microsoft.com/activate/078423476/NEU




Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Step 16
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App App password
Following the approval on
the Microsoft Microsoft Authenticator
Authenticator App this
screen will appear — no v/ o
action needed in this time Approve the notification we're sending to your app.

Let's try it out

L want to set up a different method




Step 17

A pop-up box will appear
on your Microsoft
Authenticator App screen,

select ‘Approve’ .

Approve sign-in? @ Approve sign-in?

NS

mea test0 VP et University of Greenwich
id6848u@gre.ac.uk

' .— — —
Approve ' I_ —
DENY, APPROVE




Keep your account secure

Your organization requires you to set up the following methods of proving who you are,

step 1 8 Method 1 of 2: App

(7] 2

App App password
After approving the
notification in your mobile Microsoft Authenticator
phone app you will receive Notification spproved
the following message v/

‘Notification approved’,
click ‘Next’

I want to set up a different method




Step 19

Insert a password name of
at least 8 characters and
then click ‘Next’

Note: The App password
is required for legacy
applications that are not
supported by MFA.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Method 2 of 2: App password

o

App password

App password

Start by creating a name for your app password. This will help differentiate it from others.

What name would you like to use? Minimum length is 8
characters.




Step 20

After creating a password
name you will be provided
with a key password -
store this password in a
safe place and click ‘Done’

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Method 2 of 2: App password

)

Phone App password

App password

App password was successfully created. Copy the password to clipboard and paste into your app. Then
return here and choose 'Done

MName:
PASSWORD

Password:

nblgfyjdztrbmdg) i

Mote: Keep this password in a safe place. It will not be shown again.




Step 21

This message will confirm
that you have finished your
Microsoft Authenticator
App set up. Click ‘Done’
and you will be taken to
the application initially
selected

Congratulations, you have
successfully set up MFA!

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Method 2 of 2: Done

Phone App password

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

% Phone

App password

PASSWORD



